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About This Course

Course Overview

Description

This course provides you with the knowledge and skills necessary to perform
post-installation and day-to-day administration tasks in a single-domain or
multiple-domain Windows NTe-based network. It also provides you with the
prerequisite knowledge and skills required for course 687, Supporting Microsoft
Windows NT 4.0 Core Technologies.

This course is intended for those who administer Windows NT Server and
Windows NT Workstation, or for those who are on the Microsoft Certified
Systems Engineer (MCSE) Windows NT 4.0 track.

Prerequisites

= Working knowledge of the Microsoft Windowse 95 or Windows NT 4.0
interface, including the ability to:

e Use Windows Explorer

e Start an application

® Open, close, minimize, maximize, and move windows
® Switch between applications and tasks

= Knowledge of basic computer hardware components, including computer
memory, hard disks, central processing unit (CPU), communication and
printer ports, display adapters, and pointing devices

= Knowledge of major networking concepts, including client, server, local
area network (LAN), wide area network (WAN), network adapter card,
driver, protocol, and network operating system
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About This Course

Objectives

At the end of this course, you will be able to:

Create and administer user and group accounts, including the ability to:

Plan user accounts.

Define the user environment.
Create user profiles.
Implement an account policy.
Manage domain controllers.

Troubleshoot logon problems.

Manage disk resources, including the ability to:

Plan how resources are shared.
Set up and administer permissions for files and folders.
Take ownership of files and folders.

Troubleshoot when users are unable to gain access to disk resources.

Set up and administer a network printer, including solving common printing
problems.

Define an audit policy and set up file, directory, and printer auditing.

Monitor server resources to track usage and disk space.

Back up and restore files and directories using tapes.



About This Course

Course Flow

Module 1:
Introduction to
Administering

Windows NT

Securing Network
Resources with Shared
Folder Permissions

Module 8:
Administering
Network Printers

Module 2: ; Module 3:
Setting Up User Setting Up Group
Accounts Accounts

Securing Network
Resources with NTFS
Permissions

Module 10:
Auditing Resources | Monitoring Network
and Events Resources

Module 4:
Administering User
and Group Accounts

Module 7:
Setting Up a
Network Printer

Module 11:
Backing Up and
Restoring Data




Xii About This Course

Document Conventions

The following conventions are used in course materials to distinguish elements

of the text.

Convention

Use

*

bold

italic

Title Capitals

SMALL CAPITALS

monospace

(]

{1

Indicates an overview or introductory page. This symbol
appears next to a slide title when additional information on
the topic is covered on the page or pages that follow it.

Represents commands, command options, and portions of
syntax that must be typed exactly as shown. It also
indicates commands on menus and buttons, dialog box
titles and options, and menu names.

In syntax statements, indicates placeholders for variable
information. Italic is also used for important new terms, for
book titles, and for emphasis in the text.

Indicate directory names, file names, and folders (except
when specifically referring to case-sensitive names).
Unless otherwise indicated, you can use lowercase letters
when you type a directory name or file name in a dialog
box or at the command prompt.

Indicate the names of keys, key sequences, and key
combinations—for example, ALT+SPACEBAR.

Represents code samples and examples of screen text.

In syntax statements, enclose optional items. For example,
[filename] in command syntax indicates that you can
choose to type a file name with the command. Type only
the information within the brackets, not the brackets
themselves.

In syntax statements, enclose required items. Type only the
information within the braces, not the braces themselves.

In syntax statements, separates an either/or choice.
Indicates a procedure with sequential steps.

In syntax statements, specifies that the preceding item may
be repeated.

Represents an omitted portion of a code sample.
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Introductions

= Name

= Company Affiliation

= Title/Function

= Job Responsibility

= Networking Experience

= Microsoft® Windows NT® Experience

u Expectations




4 Introduction

Course Materials

= Name Card
= Student Workbook
= Lab Manual

= Compact Disc

= Course Evaluation

= Reference Materials

Write your name on both sides of the name card so that students in front of you
and in back of you will know who you are.

Student Workbook

The student workbook contains the slide graphics and text covered during
lectures. This workbook is yours to keep.

Lab Manual

The lab manual contains the hands-on lab exercises and lab answers used
during class. This manual is yours to keep.

Compact Disc

The compact disc contains supplemental material for the course, including all
the lab files and video clips used throughout the class. It also contains
additional resources for continued learning.

Course Evaluation

Before class is over, please complete the course evaluation to provide feedback
on the instructor, course, and software product. Your comments will help us
improve future courses.

Reference Materials

Reference materials, such as product documentation, are for classroom
use only.

Note No video or audio recordings are permitted.




Introduction

Prerequisites

= Working Knowledge of Windows 95 or Windows NT 4.0
Interface

= Knowledge of Basic Computer Hardware Components
e RAM, hard disks, CPU, printer ports

= Knowledge of Basic Networking Concepts
e Local area network (LAN) / wide area network (WAN)
o Network operating system
e Network adapter card

e Driver and protocol
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Introduction

Course Outline

= Module 1: Introduction to Administering Windows NT

= Module 2: Setting Up User Accounts
= Module 3: Setting Up Group Accounts
= Module 4: Administering User and Group Accounts

= Module 5: Securing Network Resources with Shared
Folder Permissions

= Module 6: Securing Network Resources with NTFS
Permissions

Module 1, “Introduction to Administering Windows NT,” introduces
Microsofte Windows NTe administration and tools, the basics required to log
on to a computer in a network environment, and how to use the Windows NT
Security dialog box.

Module 2, “Setting Up User Accounts,” provides instruction on the types of
user accounts, considerations for planning new user accounts, and how to create
user accounts. A video on directory services provides an overview of a
Windows NT environment and the role user accounts play in it. The rest of the
module presents tasks related to managing the user work environment,
including creating a roaming mandatory user profile. Procedures for renaming
and deleting accounts are also included. At the end of this module, you will be
able to plan and create user accounts.

Module 3, “Setting Up Group Accounts,” provides an introduction to local and
global groups in Windows NT, a planning strategy for implementing groups in

a domain, procedures for creating local and global groups, and a description of
built-in groups and how to implement them. At the end of this module, you will
be able to plan and create group accounts.

Module 4, “Administering User and Group Accounts,” presents a selection of
tasks related to administering accounts. You will learn how to copy a user
account to create a new one, how to create user account templates, how to plan
and implement an account policy, how to make a modification to many user
accounts at one time, and how to solve problems related to user accounts. You
will also learn procedures for managing domain controllers. At the end of this
module, you will be able to perform various tasks related to account
administration.
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Module 5, “Securing Network Resources with Shared Folder Permissions,”
introduces the concepts of shared folders and related permissions and how
permissions are applied, and what guidelines to use for sharing folders and
assigning permissions. It includes procedures for sharing folders and assigning
permissions, modifying a shared folder, and connecting to a shared folder over
the network. At the end of this module, you will be able plan and create shared
folders, and assign permissions to those folders.

Module 6, “Securing Network Resources with NTFS Permissions,” provides
instruction on how NTFS permissions are applied, how to combine shared
folder permissions and NTFS permissions, and how to assign NTFS file and
folder permissions. You will also learn how to customize permissions; how to
take ownership, copy, and move folders and files; and how to troubleshoot
various permission problems. At the end of this module, you will be able to
assign NTFS file and folder permissions, and perform some permissions
troubleshooting.
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Course Outline (continued)

= Module 7: Setting Up a Network Printer
= Module 8: Administering Network Printers

= Module 9: Auditing Resources and Events

= Module 10: Monitoring Network Resources

= Module 11: Backing Up and Restoring Data

Module 7, “Setting Up a Network Printer,” provides an introduction to printing
using Windows NT, including guidelines and procedures for setting up a
network printer and clients, sharing a printer, and assigning permissions,
creating a printing pool, and setting priorities. At the end of this module, you
will be able to set up a network printer.

Module 8, “Administering Network Printers,” provides instruction on tasks
related to managing documents, such as pausing and resuming printing,
managing printers, taking ownership of a printer, and identifying printing
problems. At the end of this module, you will be able to administer network
printers.

Module 9, “Auditing Resources and Events,” provides instruction on auditing,
including how to plan and implement an audit policy, how to set up auditing on
files and printers, and how to use Event Viewer. At the end of this module, you
will be able to audit and archive resources and events.

Module 10, “Monitoring Network Resources,” provides an overview of using
Server Manager to view computer properties, monitor user sessions, shared
resources, and resources in use, set administrative alerts, and send messages to
users. It also covers how to use Windows NT Diagnostics to view hardware and
system configuration information. At the end of this module, you will be able to
monitor computer properties and view system configuration.

Module 11, “Backing Up and Restoring Data,” provides instruction in tasks
related to backing up and restoring data, including guidelines for planning a
backup strategy and the procedures for backing up data; determining the backup
type to use; how and when to rotate and archive tapes; what the differences are
between backup sets, logs, and catalogs; plans for a backup schedule; and
procedures for backing up and restoring data. At the end of this module, you
will be able to back up and restore data.
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€ Microsoft Certified Professional Program

= Microsoft Certified Systems Engineer (MCSE)
s Microsoft Certified Solution Developer (MCSD)
= Microsoft Certified Product Specialist (MCPS)
= Microsoft Certified Trainer (MCT)

Microsoft:

The Microsoft Certified Professional (MCP) program provides the best method
to prove your command of current Microsoft products and technologies.
Anyone who must prove his or her technical expertise with Microsoft products
should consider the program, including systems engineers, product developers,
support technicians, system and network administrators, consultants, and

trainers.

The following table describes the four certifications, based on specific areas of

technical expertise.

Certification

Description

Microsoft Certified
Systems Engineer
(MCSE)

Microsoft Certified
Solution Developer
(MCSD)

Microsoft Certified
Product Specialist
(MCPS)

Microsoft Certified
Trainer (MCT)

MCSEs are qualified to effectively plan, implement, maintain,
and support information systems in a wide range of computing
environments with Windows NT Server and the Microsoft
BackOffice™ integrated family of server products.

MCSDs are qualified to design and develop custom business
solutions with Microsoft development tools, technologies, and
platforms, including Microsoft Office and Microsoft
BackOffice.

MCPSs demonstrate in-depth knowledge of at least one
Microsoft operating system. Candidates may pass additional
Microsoft certification exams to further qualify their skills with
Microsoft BackOffice products, development tools, or desktop
applications.

MCT: are instructionally and technically qualified to deliver
Microsoft Official Curriculum through Microsoft Authorized
Technical Education Centers.
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Requirements

The certification requirements differ for each certification and are specific to
the products and job functions addressed by the certification. To become a
Microsoft Certified Professional, you must pass rigorous certification exams
that provide a valid and reliable measure of technical proficiency and expertise.

The following table describes exam requirements.

Certification

Exam requirements

Microsoft Certified Systems
Engineer (MCSE)

Microsoft Certified Solution
Developer (MCSD)

Microsoft Certified Product
Specialist (MCPS)

Microsoft Certified Trainer
(MCT)

Pass a series of operating system exams and elective
exams.

Pass two core technology exams and two elective
exams.

Pass one operating system exam. In addition,
individuals seeking to validate their expertise in a
program must pass the appropriate elective exam.

Required to meet instructional and technical
requirements specific to each Microsoft Official
Curriculum course they are certified to deliver.'

! Inside the United States and Canada call (800) 636-7544 for more information on becoming a
Microsoft Certified Trainer. Outside the United States and Canada, contact your local Microsoft

subsidiary.
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MCSE Track

0 Pass Exam 70-58, Networking Essentials

~ Take Administering Microsoft Windows NT 4.0
Self-Administered Assessment

Pass Exam 70-67, Implementing and Supporting
Microsoft Windows NT Server 4.0 and
Exam 70-73, Implementing and Supporting
Microsoft Windows NT Workstation 4.0

Pass Exam 70-68, Implementing and Supporting |
Microsoft Windows NT Server 4.0 in the Enterprise

Pass Two Elective Exams ]

The following table outlines the recommended path to certification.

Step

Pass this exam

Preparation

1

70-58, Networking Essentials

Administering Microsoft Windows NT
4.0 self-administered assessment

70-67, Implementing and Supporting
Microsoft Windows NT Server 4.0 and
exam 70-73, Implementing and
Supporting Microsoft Windows NT
Workstation 4.0°

70-68, Implementing and Supporting
Microsoft Windows NT Server 4.0 in
the Enterprise

Two elective exams (from the
following list)

Course 683, Networking Essentials—
Self-paced Training Kit

Course 803, Administering Microsoft
Windows NT 4.0

Course 687, Supporting Windows NT
Core Technologies

Course 689, Supporting Windows NT
Server 4.0 Enterprise Technologies

2 Exam 70-73, Implementing and Supporting Microsoft Windows NT Workstation 4.0 can be substituted

by another client exam. For a complete list of client exams, see the Microsoft Training and Certification
Web site at http://www.microsoft.com/train_cert
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Elective Exams
Pass any two of the following exams to complete the certification track:

71-75, Implementing and Supporting Microsoft Exchange Server 4.0
70-27, Implementing a Database Design on Microsoft SOQL Server 6
70-26, System Administration of Microsoft SOL Server 6

70-12, Microsoft SNA Server

70-53, Internetworking Microsoft TCP/IP on Microsoft Windows NT
(3.5-3.51)

70-21, Microsoft SQL Server 4.2 Database Implementation

70-14, Implementing and Supporting Microsoft Systems Management
Server 1.0

70-22, Microsoft SQL Server 4.2 Database Administration for Microsoft
Windows NT

70-26, System Administration for Microsoft SOL Server 6 or Exam 70-22,
Microsoft SQL Server 4.2 Database Administration for Microsoft
Windows NT

70-27, Implementing a Database Design on Microsoft SOL Server 6 or 70-
21 Microsoft SQL Server 4.2 Database Implementation

70-37, Microsoft Mail 3.2 for PC Networks—Enterprise

For More Information See the Certification section of the Web page provided
on the Supplemental Material compact disc. To open the Web page, in the
\WebDocs directory, double-click open.htm.
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©  Facilities

b
Class Hours .’

Building Hours

Parking

Recycling Iv
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Classroom Configuration

Windows NT Server (PDC) and
Windows NT Server Windows NT Workstation

\\Student1 \\Student2 | ifcil i D> \\Instructor1
Domain: Domaint Domain: Classroom1

The following configuration and naming conventions are used throughout the
course and are required for the hands-on labs:

» The instructor’s computer is configured with Windows NT Workstation and
Windows NT Server as a primary domain controller (PDC).

e The computer name is \Instructorx (where x is a unique number).

e This computer is in the domain named Classroomx (where x is a unique
number).

= All student computers are configured with Windows NT Server only.

e Each computer is named Studentx (where x is the assigned student
number).

e Every two computers are in a domain named Domainx (where x is a
unique number). This domain is set up to trust the Classroomx domain.

e One computer in the domain is configured as a Windows NT Server
PDC, and the other computer is configured as a Windows NT Server
backup domain controller (BDC).

Note Domain concepts will be discussed in more detail throughout the course.




Module 1: Introduction to
Administering Windows NT
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& Overview

= Administering Windows NT
& Windows NT Administrative Tools

= Logging On to a Computer or Domain

= The Windows NT Security Dialog Box

Objectives
At the end of this module, you will be able to:

Describe the tasks required for administering Microsofte Windows NTe
Workstation and Windows NT Server.

Log on to a computer or domain.

Describe the functions of the Windows NT administrative tools for
Windows NT Server and Windows NT Workstation.

Lock a workstation, change a password, switch between tasks, log off, and
shut down the computer.

Use online Help to locate information.

Note Information provided in this course applies to both Windows NT
Workstation and Windows NT Server unless otherwise noted.
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Administering Windows NT

= Windows NT Administration Includes:
e Post-installation tasks

e Day-to-day tasks

= The Five Categories of Tasks Include:
¢ User and group account administration

e Printer administration

Security administration

Monitoring network events and resources

Backing up and restoring data

Administering Windows NT involves post-installation and day-to-day tasks
required for Windows NT Workstation and Windows NT Server. The
administration tasks can be grouped into five general categories.

This category Includes these tasks
User and group account Planning, creating, and maintaining user and group
administration accounts to ensure that each user can log on to the

network and access necessary resources.

Printer administration Setting up local and network printers and
troubleshooting common printing problems. This
ensures that users can connect to and use printer
resources easily.

Security administration Planning, implementing, and enforcing a security
policy for protecting data and shared network
resources, including folders, files, and printers.

Monitoring network events and  Planning and implementing a policy for tracking
resources security breaches, and monitoring and controlling
resource usage.

Backing up and restoring data Planning, scheduling, and performing regular
backups to protect important data. Having a good
backup plan ensures that you can quickly locate and
restore critical data.



Module 1: Introduction to Administering Windows NT

19

Windows NT Administrative Tools

s Backup

Help

o Server Manager

Event Viewer

= Windows NT Server Only (pertve CoPTHUER)

s Administrative Wizards

« User Manager for Domains
= Windows NT Workstation Only
e User Manager
= Windows NT Server and Windows NT Workstation

Windows NT Diagnostics

The following tables describe the Windows NT tools useful for network

administration.

Windows NT Server

Purpose

Administrative Wizards

Server Manager

User Manager for Domains

Steps you through administrative tasks, such as

creating user accounts, creating and modifying group
accounts, setting permissions on files and folders, and
setting up network printers.

Views and manages domains and computers.

Manages security for domains, member servers, and
workstations. If the computer is not configured as a
domain controller, User Manager is installed.

Windows NT Workstation Purpose

User Manager Manages security for computers running
Windows NT Workstation.

Both operating systems Purpose

Backup

Event Viewer

Windows NT Diagnostics

Help

Backs up data to protect it from accidental loss or
hardware and media failures.

Monitors events in a computer. Event Viewer
provides information about errors, warnings, and
success or failure of a task, such as user logon
attempts.

Views and prints system configuration information,
such as information about memory, drives, and
services.

Displays information about Windows NT topics.
Help can be accessed from the Start menu or by
pressing F1. Help is context sensitive.
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Logging On to a Computer or Domain

if BAS is Instalied

i Logon Information

Local or Domain
Account

Domain or :
Computer

Each time you start the computer, Windows NT prompts you to log on by
pressing CTRL+ALT+DELETE. The Logon Information dialog box is used to log
on to a computer or domain.

The following table describes the dialog box options.

Option

Description

User name

Password

Domain

Logon Using
Dial-up
Networking
Shut Down

Enter the unique user account that was assigned by an administrator.
To log on to a domain, this account must reside in the directory
database on domain controllers. To log on to a computer, this account
must reside in the directory database of the local computer.

Enter the password assigned to the user name. Passwords are case-
sensitive. The password appears as asterisks to protect it from
onlookers.

To log on to the domain, select the name of the domain. If you log on
to the domain, the domain controller’s directory database is checked
and validates the account.

To log on to a computer, select the name of the computer. If you log
on to the local computer, the local computer’s directory database is
checked and validates the account.

A user can only log on to a computer with a user name that resides in
the local computer’s directory database. Member servers and
computers running Windows NT Workstation have a local
Administrator and Guest account by default. Other local accounts
must be created.

When the Remote Access Service (RAS) is installed, selecting this
check box allows a user to log on to a remote network using RAS.

Closes all files, saves all operating system data, and prepares the
computer to be safely turned off. On Windows NT Server, this button
is disabled to prevent an unauthorized user from shutting down the
server.
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The Windows NT Security Dialog Box

Once a user is logged on, the CTRL+ALT+DELETE key sequence is used to access
the Windows NT Security dialog box. The following table describes the dialog

box options.

Option

Function

Lock
Workstation

Change
Password

Logoff

Task Manager

Shut Down

Cancel

Secures the computer without logging off. All applications remain
running.

A locked workstation can only be unlocked by the current user or
an administrator. If an administrator unlocks it, the only thing the
administrator can do is log the user off.

Allows a user to change the user account password. The user must
know the old password before a new one can be created. This
prevents users from changing other user’s passwords. This is the
only way for users to change their passwords.

Logs off the current user, but leaves Windows NT services
running. Always log off when you no longer need to use computer.

Lists the current applications that are running. Task Manager is
used to switch between applications, and to stop an application
that is not responding.

Closes all files, saves all operating system data, and prepares the
server to be safely turned off.

Closes the Windows NT Security dialog box.
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Review

= Administering Windows NT
= Windows NT Administrative Tools
= Logging On to a Computer or Domain

= The Windows NT Security Dialog Box

. What is the difference between User Manager and User Manager for

Domains? “ e
erkstation o

BBC

. What key sequence is used to log on to a computer or domain and to access

the Windows NT Security dialog box?
Ctnl = ALt- Dol

. From which dialog box do users change their passwords?

NT )’EMTZ DiAwG BiX

. How can users secure their computers without logging off?

. What should users always do before they turn off a computer running

Windows NT?



Module 2: Setting Up User Accounts




Module 2: Setting Up User Accounts 25

& Overview

= Introduction to User Accounts

= Planning New User Accounts

= Creating User Accounts

= Deleting and Renaming User Accounts

= Managing the User Work Environment

= Best Practices

Objectives
At the end of this module, you will be able to:

Describe the types of user accounts.

Describe the Microsofte Windows NTe directory services and the role user
accounts play in them.

Describe the function of primary and backup domain controllers and
member servers.

Describe the difference between a domain user account and a local user
account.

Plan a strategy for creating new user accounts.
Create new user accounts, including home folders.
Delete and rename user accounts.

Change a user’s working environment.

Apply best practices for creating user accounts.
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€ Introduction to User Accounts

Accounts You

Required for each user
. = Resource access is associated
with the account

Guest

Built-in account (disabled)
= Used for occasional access
Limited access to resources

Administrator

= Built-in account
= Manages:

« User and group accounts
« Security policies

« File resources

What Is a User Account?

A user account is a user’s unique credentials and gives the user the ability to log
on to the domain to access network resources, or to log on to a local computer
to access local resources. Each person who regularly uses the network should
have an account. You use user accounts to control how a user accesses the
domain or a computer. For example, you can limit the number of hours a user
can log on to the domain.

Types of User Accounts

There are two types of user accounts, accounts you create and built-in accounts.
The following table describes the types of user accounts.

Account

Description

Accounts you
create

Guest

Administrator

These user accounts enable the user to log on to the network and, with
the appropriate permissions, to access network resources. These
accounts contain information about the user, including the user’s name
and password.

The built-in Guest account is used to give occasional users the ability
to log on and access resources on the local computer. For example, an
employee that needs to access the computer for a short time can use the
Guest account. The Guest account is disabled by default.

The built-in Administrator account is used to manage the overall
computer and domain configuration. The Administrator account can be
used to perform all tasks, such as creating, or modifying, user and
group accounts; managing security policies, creating printers, and
assigning permissions and rights to user accounts to access resources.
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Video: Overview of Windows NT Directory Services

This video describes the Windows NT environment and the role of user
accounts in Windows NT directory services. It also defines key terminology
that will be used throughout this course.

As you view the video, look for the answers to following questions:

L

What three things are provided by Windows NT Server directory services? _
S‘,’/yl’,e PIer IP;ZM y U erelod aceess tp 3 Ro,egpe atecs (‘(“\A‘{Ja{ [’,S{/
Fretennpp Ad i s ff‘M)
What are the three Windows NT Server configurations?
PPc, B¥» C, rieigER

1
. How many primary domain controllers can there be in each domain? How

many backup domain controllers?
;—,«7 ;ta«lw\ ap ‘,F*W‘

How does a domain differ from a peer-to-peer network?

one Conthel 3E PE % Puectory P& aq e pesaclye,
g;ﬂ'ﬂ'T/
What is the logical link that combines domains into one administrative unit?
fv\ll.(é
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Where Accounts Are Created

= In the Master Directory Database on the PDC in a
Domain

¢ With User Manager for Domains
e A copy of the directory database is stored on all BDCs
= In the Local Directory Database of the Local Computer

o With User Manager on a member server or computer
running Windows NT Workstation

Domain User Account

A domain user account is created with User Manager for Domains. When a user
account is created in a domain, the user account is always created in the master
directory database of the primary domain controller (PDC). A copy of the
directory database is stored on all backup domain controllers (BDCs). Once the
user account is created on the PDC, a user can log on to the domain from any
computer in the network.

Note It may take a few minutes before the copies of the directory database on
the BDCs are synchronized with the PDC; this may prevent users with new
accounts from logging on. To manually synchronize the database on all domain
controllers, use Server Manager, or at a command prompt, type net accounts
/sync and then press ENTER.

Local User Account

Local user accounts are created on a member server or a computer running
Microsoft Windows NT Workstation, with User Manager. When you create a
local user account, the account is created only in that computer’s local directory
database. With a local user account, a user can log on to and access resources
on only that computer.

Note You can create domain user accounts from computers running
Windows NT Workstation and Microsoft Windows® 95 by installing the
Windows NT Server Administrative Tools from the Windows NT Server
compact disc.
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€ Planning New User Accounts

You can streamline the process of creating user accounts by planning and
organizing the information for people who will need user accounts.

To plan user accounts you need to determine:

A naming convention that ensures unique but consistent user account
names. A consistent naming convention will make it easy for you and your
users to remember user names and locate them in lists.

Whether you or the user will determine the user account password to
prevent unauthorized users from logging on to the network.

The hours that users need to be able to access the network or be restricted
from using the network.

What computers users will be able to log on from to control what computers
may be used to access network data.

Whether home folders will be located on the local computer or on a server
for centralized backup and administration.
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Naming Conventions

= User Account Names Must Be Unique
¢ Domain accounts must be unique to the domain
¢ Local accounts must be unique to the computer
= User Accounts Can Contain Up to 20 Characters

= Consider a Naming Convention that:

e Accommodates duplicate employee names

¢ |dentifies temporary employees

Examples

. Temporary Employees

Barbaral or BarbaralLa

BarbaralL1 or Barbaral2 T-Barbaral

The naming convention establishes how users will be identified on the network.

A consistent naming convention will make it easy for you and your users to
remember user names and locate them in lists.

To determine a naming convention, consider the following points:

= User names must be unique. Domain user accounts must be unique to the
domain. Local user accounts must be unique to the local computer.

m  User names can contain up to 20 uppercase or lowercase characters except
for the following: “ /\ [ ] : ;]| =, + * 2 < > Youcanusea
combination of special and alphanumeric characters in your naming
convention to help identify users.

m If you have a large number of users, your naming convention should
accommodate employees with duplicate names. Some suggestions for
handling duplicate names are:

e Use the first name and the last initial, and then add additional letters
from the last name to accommodate duplicate names. For example, for
two users named Barbara Lang, one user name could be BarbaraL and
the other BarbaraL a.

e Add numbers to the user name. For example, BarbaraL1 and Barbaral.2.

m In large organizations it is useful to identify temporary employees by their
user account. For example, to identify temporary employees, use a “T"" and
a dash in front of the user name. For example, T-BarbaraL.
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A

Passwords, Logon Hours, and Workstation Restrictions

= Assign the Administrator Account a Password

= Set an Expiration on Temporary Employee Accounts
Aot eese sepsitivg 2 oase sasifi
= Educate Users on How to Protect Passwords

¢ Avoid obvious associations, such as family and pet
names

e Use long passwords (up to 14 characters)

e Use a combination of uppercase and lowercase
characters

= Set Logon Hours to a User’s Work Hours

qu

= Re

Passwords

To protect access to the domain or a computer, every user account requires a
password. Consider the following guidelines for passwords:

Always assign the Administrator account a password to prevent
unauthorized users from using the account.

Determine who will control the password. You can either assign users
unique passwords and prevent users from changing them, or you can allow
users to enter their own passwords the first time they log on. In most
networks, users should control their passwords.

Determine whether an account needs to expire. You should set user
accounts for temporary employees to expire when their contract ends.

Educate users on ways to protect and enter their passwords:
® Avoid using an obvious association, such as a family member’s name.
¢ Use long passwords. Passwords can be up to 14 characters in length.

e Use both uppercase and lowercase letters. Passwords are case-sensitive.
For example, the password SeCret is different from secret.

Logon Hours and Workstation Restrictions

You should assess the hours a user can log on to the network, and from what
computers a user can log on. To determine logon hours and workstation
restrictions consider the following points:

= Logon hours should be set for users that only require access at specific time

periods. For example, only allow night shift workers to log on during their
working hours.

Users should be required to log on from their own computers when sensitive

data is stored on their local computers.
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Home Folder Location

= Stored on a Server

e Files are centralized for
backup

e May increase network
traffic

= Stored on a User’s Computer

e Backup is the responsibility
of the user

o May reduce network traffic

5 :

A home folder is a user’s private folder for storing files. It is used as the default
folder for the File Open and Save As dialog boxes, when the command prompt
is started, and for opening or saving a file in programs that do not supply a
default working folder.

A home folder can be stored on a user’s local computer, or on a network server.
Consider the following points when determining the home folder location:

= Backup and restore—preventing the loss of data is your primary

responsibility. It is much easier to ensure files are backed up when they are
located in a central location on a server. If users’ home folders are located
on their local computers, you would need to perform regular backups on
each computer.

Space on the domain controllers—is there enough room on the PDC or on
the BDCs to allow users to store their data? Windows NT does not provide
the ability to limit the amount of hard disk space used by each user.

Space on the users’ computers—if users are working on computers with
very little disk space or no hard disks, home folders should be located on a
network server.

Performance—there is less network traffic if the home folder is located on
the user’s local computer.
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€ Creating User Accounts

User the following procedure to create a user account. The only requirement is

to assign a user name.

» To create a new user account

1. Start User Manager for Domains (or User Manager on Windows NT

Workstation).

On the User menu, click New User.

3. Configure the following options.

In this box

Type

Username

Full Name

Description

Password

Confirm
Password

A unique name based on your naming convention. This is
required.

The complete name of the user is helpful to determine which
person belongs to an account. This is optional.

A description that is useful in your environment for
identifying users. It can be a job classification, a department,
or an office location. This is optional.

A password, but only if you will control the password for the
account. You do not have to assign a password to an account;
however, for greater security you should always make sure the
user changes his or her password when he or she first logs on.

Notice that the password is not displayed. It is represented by
a series of fourteen asterisks once you enter the password,
regardless of the length of the password.

Type the password a second time to make sure that you typed
the password correctly. This is required if a password is
assigned.

4. Click Add and the user account is created. After you click Add, all of your
entries disappear. This allows you to create another new user account.
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Setting Password and Account Options

Nese -

in (feer Htg&;&:_]zu@t 67”‘!'

P To set password and account options

= Select or click to clear the following check boxes.

Select this check box If you...

User Must Change Password Want users to change their password the first

at Next Logon (selected by time that they log on. This ensures that the

default) user is the only person who knows his or her
password.

User Cannot Change Password  Have more than one person using the same
user account, such as Guest, or want to
maintain control over user passwords.

Password Never Expires Have a user account for which you never want
the password to change. For example, user
accounts that will be used by services to log on
(such as the Replicator service).

This option overrides the selection of User
Must Change Password at Next Logon.

Account Disabled Want to temporarily prevent use of this
account—for example, if an employee takes a
leave of absence.

Dolate gn Accoat > re-oiate (yith smme NM/'Pu;w@,J - difleawt 1%
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Setting Logon Hours

ogon Hours
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Setting logon hours lets you control when a user can log on to the domain.
Restricting logon hours limits the hours that users can explore the network, or
the times someone can try to break into the network.

» To specify logon hours
1. In the New User dialog box, click Hours.

By default, all hours on all days are allowed. This is represented by a filled
box for every hour of every day. A filled box indicates that the user is
allowed to log on during the hour. An empty box indicates that the user
cannot log on.

2. Position the mouse pointer on the rectangle on the day and hour that you
want to disallow access. Press the mouse button, and drag the pointer
through the last hour you want to disallow. The area that you want to
disallow should now be shaded.

3. Click Disallow. The area will still be shaded, but the line indicating hours of
access should be gone.

4. Repeat steps 2 and 3 for all times that you want the user to be disallowed.
5. Click OK.

Note A user who is connected to a network resource on the domain is not
disconnected when the user’s logon hours run out. However, the user will be
unable to make any new connections.
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Setting Workstation and Account Options

g st T

Workstation Access

Setting workstation access allows you to control which computers a user can
use to log on to the domain. This prevents users from accessing another user’s
local data and can be used to require users to log on to workstations that are in
an observed location.

» To specify which workstations a user can access

1.

In the New User dialog box, click Logon To. By default, each user account
can log on from all computers in the domain.

2. Click User May Log On To These Workstations.

3. Enter at least one and up to eight computer names that the account can use,

and then click OK.

Account Information
The following two options can be set in the Account Information dialog box:

Account Expires—use this to set a date when the account will be
automatically disabled. This is useful for temporary accounts for contractors
or part-time employees.

Account Type—use this to create a local account for a user from an
untrusted domain who needs access to a network resource in your domain.
A local account can be used to connect to a resource over the network. It
cannot be used to log on from a computer in the domain where it was
created.

» To specify account information

L
2.
3:

In the New User dialog box, click Account.
To specify an expiration date, click End of, and then type a date.

To specify a local account, click Local Account.




Module 2: Setting Up User Accounts

37

Granting Dial-in Permission

= Permits a User to Log On to the Network Using RAS

= Can Specify Call Back Information

iists ;wr f‘fe s AN ED BY
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Before a user can log on to the network using the Remote Access Service
(RAS), they must have dial-in permission assigned to their user account.

You can also specify that the RAS server will call the dial-in user back; either at
a number specified by the user so that the company is billed for the call, or at a

number you specify to restrict the user to a specific dial-in location.

P To enable dial-in permission

1. In the New User dialog box, click Dialin.

2. Click the Grant dialin permission to user check box.
3. Configure the following call back options.

Option Description

No Call back  When selected, the RAS server will not call back the user, and the
user will incur the telephone charges for the session. This is the

default.

Set By Caller  When selected, lets the user specify a telephone number so that the

RAS server can call the user back. This means that the

organization that owns the RAS server will incur the telephone

charges for the session.

Preset To When selected, lets you specify a telephone number that the RAS
server will use to call back the user. This reduces the risk of an
unauthorized person using the user’s account, because the user
must be at the specified phone number in order to connect to the
RAS server. In high security networks, use this option and restrict

users to dialing in from only one telephone number.
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Deleting and Renaming User Accounts

= Deleting an Account:

e Permanently removes
permissions and rights
associated with it

= Renaming an Account:

e Retains permissions and rights

When an account is no longer needed, you can delete an account or rename an
account for use by another user. The following table describes the situation in

which you should delete or rename an account.

Do this When

Delete an The account is no longer needed. When an account is deleted, all of the

account account information is lost. This information includes account properties,
rights, permissions, and group memberships. The Administrator and Guest
accounts cannot be deleted.

Rename You want to retain all rights, permissions, and group memberships for the

an account for a different user. For example, when a new employee replaces

account another employee, rename the user account and have the new employee

change his or her password when he or she first logs on.

P To delete a user account

4.
s

6.

Start User Manager for Domains, and then select the user account.
Press the DELETE key or, on the User menu, click Delete.

A dialog box appears warning you that once the account is deleted, even
recreating it will not make the resources available to the newly created
account that were available to the account that you deleted.

Click OK and the user account is deleted.

| 2 To rename a user account

1
2
3.

Start User Manager for Domains, and then select the user account.
On the User menu, click Rename.

In the Change To box, type in the new user name, and then click OK.
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Planning and Creating User Accounts

Lab 1
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€ Managing the User Work Environment

‘oo networl connections
zf?jk‘fcf s‘('[‘f,'/l?g

C:/WianT/ Profiles

= A User Profile

e |s created by default for each user

¢ Defines a user’s desktop environment

o Retains network and printer connections

e Can be customized to restrict available options
= A Logon Script g

e Configures network and printer connections for non-
Windows NT-based clients

o Cannot configure the desktop environment
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User Profiles

When a user logs on for the first time from a Windows NT-based client, a
default user profile is created for that user. The user profile defines such things
as the appearance of a user’s desktop environment and the user’s network and
printer connections. A user profile can also be customized to restrict what users
see in their interface and have available to use when they log on. For example,
an administrator can remove the Administrative Tools folder to prevent a user
from changing a configuration.

User profiles contain all user-definable settings for the work environment of a
computer running Windows NT. All user-specific settings are automatically
saved in the Profiles folder within the system root folder (C:\Winnt\Profiles).

Logon Scripts

For users who log on from non-Windows NT-based clients (LAN Manager,
MS-DOS®, Windows for Workgroups, and Windows 3.x), a logon script can be
used to configure users network and printer connections. Logon scripts cannot
be used to define the appearance of a user’s desktop environment or hardware
settings, such as video display resolution.

A logon script is a batch (.bat or .cmd) file or an executable (.exe) file that runs
automatically when a user logs on to the network.

Note For more information on the settings stored in a user profile, see
Concepts and Planning, Microsoft Windows NT Server. For more information

on logon scripts, see Concepts and Planning, Microsoft Windows NT Server
and the Microsoft Windows NT Server Resource Kit.
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Roaming User Profiles

= Roaming Profile ,
| Mot-dosking
e |s applied at any computer the user logs on to
o Centralizes administration of profiles
= Roaming Mandatory Profile
» Assign to one or many users
o Users cannot modify
= Roaming Personal Profile

¢ Assign to one user

e User can modify

Roaming user profiles provide the user with the same working environment, no
matter which Windows NT-based computer the user logs on to. Roaming user
profiles are stored centrally on a network server. You can specify a roaming
user profile for a user account.

You can specify one of the following two roaming profiles:

= Roaming mandatory user profile—this is a preconfigured user profile that
the user cannot change. One mandatory profile can be assigned to many
users. This means that by changing one profile, the administrator can change
several desktop environments.

You use this type of profile to assign common settings for all users who
require identical desktop configurations—for example, bank tellers.

= Roaming personal user profile—this is a user profile that a user can change;
this means that when the user logs off, the user profile is updated to include
any changes made by the user. When the same user logs on again, the
profile is loaded as it was last saved. If you use roaming personal user
profiles, each user should be assigned his or her own profile.

Note Windows 95-based clients must be created on a computer running
Windows 95, because Windows NT user profiles are not compatible with
Windows 95 user profiles. For more information on creating Windows 95 user
profiles, see “User Profiles and System Policies,” in the Microsoft Windows 95
Resource Kit.
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Creating Roaming User Profiles

= Create a Test User
Account

= Copy the Test User’s
Default Profile to a

Network Folder e

CLASSROOMAdministrator 627KB  Local
CLASSROOM\Barbaral 151KB  Local

Creating a roaming user profile is a two-step process: creating a test user profile
and then copying the test user profile to a network server.

P To create a test user profile

1.

4.

Create a user account to act as a test user account. For example, create an
account named Sales Profile.

Log on as the test user account. A user profile is automatically created on
the local computer in the C:\Winnt\Profiles folder.

Configure the desktop environment, including appearance, shortcuts, and
Start menu options.

Log off, and then log on as Administrator.

P To copy the test user profile to a network server

1

%

S {ON S

Create a folder on a network drive to store network profiles. For example:
\\server_name\Profiles\user_name

In Control Panel, double-click System, and then click the User Profiles tab.

Under Profiles Stored On This Computer, click the profile that you want
to copy, and then click Copy To.

In the Copy Profile To box, type the network path to the folder.
Under Permitted to Use, click Change.
Add the appropriate user, and then click OK.

In the folder that you created on the network, rename the file Ntuser.dat to
Ntuser.man if this is a mandatory user profile.

Start User Manager for Domains, double-click the user account, and then, in
the User Properties dialog box, click Profile.

In the User Profile Path box, type the UNC path to the network profile
folder. For example: \\server_name\Profiles\user_name
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Defining a User’s Environment

l

\\Sales1\profiles\%username %

You use the User Environment Profile dialog box to enter the paths to the user
profile, logon script, and home folder.

P To specify the locations of user profiles, logon scripts, and home folders

1. In the New User (or User Properties) dialog box, click Profile.

2. In the User Environment Profile dialog box, configure the following

options.

Option

Enter

User Profile
Path

Logon

Script Name

Home
Directory

The path to the user’s profile folder. For personal user profiles,
type \\server_name\profile_share\% username %

For mandatory user profiles, type
\\server_name\profile_share\profile_name

The name of the logon script. You can use a path to the user’s
local computer or a UNC path to a shared folder on a network
server.

The path to the home folder. You can use a path to the user’s local
computer. For example, \\server_name\script_share\script_name.
To specify a network path, select Connect and a drive letter. In the
To box, type a UNC (Universal Naming Convention) path (a
naming convention for describing network servers). UNC names
start with two backslashes followed by the server computer name,
and then the shared folder name.

For example: \\server_name\users\% username %

Before you can specify a network location, a folder must exist on a
network server and must be shared to the network.

Best Practice Use the %Username% variable whenever you create a home
folder or personal user profile. This variable will automatically be replaced with
the user account name.
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Best Practices

V Rename the Administrator Account and Include a Password

o

Require New Users to Change Their Password

#  Create Random Initial Passwords (Medium/Maximum Security)

e

!

Use Roaming Frotiles

The following list provides best practices for setting up user accounts:

To provide a greater degree of security, create a user account that you can
use to perform non-administrative tasks, rename the Administrator account,
and only log on as Administrator to perform administrative tasks.

Only enable the Guest account in low security networks and always assign it
a password. This account is disabled by default.

Always require new users to change their passwords the first time they log
on. This will force users to protect their user account.

In medium and high security networks, create random initial passwords for
all user accounts.

Use roaming profiles so that each user’s working environment will be
available when the user logs on from any computer running Windows NT.
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Up User Accounts

Setting

Module 2

User Profiles

: Configuring

Lab 2
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Review

= Introduction to User Accounts

= Planning New User Accounts

= Creating User Accounts

= Deleting and Renaming User Accounts

= Managing the User Work Environment

= Best Practices

1. Where is the directory database for the domain stored?
j#:2¢

2. Where are accounts created in a domain?

ZDT
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3. Why would you create home folders on a network server?
EAS 1ER To BACKUP
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4. In a high-security network, what will you want to do to make the
Administrator and Guest accounts more secure?
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5. What is the difference between a local and a roaming profile?
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& Overview

= Introduction to Groups

= Planning a Group Strategy

m Creating Local and Global Groups
= Implementing Built-in Groups

= Best Practices

Objectives
At the end of this module, you will be able to:

Describe the types of groups available in Microsofte Windows NTe.

Compare and contrast local and global group accounts.
Plan local and global groups.

Create new local and global groups.

Delete groups.

Apply best practices for creating groups.

Note This module focuses on how groups are used to simplify administration
of user accounts. Application of groups is covered throughout the course.
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4 Introduction to Groups

Groups Are Collections of User Accounts

Group Members Get All Group Permissions and Rights

Local Groups Provide Access to Resources and Rights to
Perform System Tasks

= Global Groups Organize Users

Local Group

“Resources” Resources

e “Sales” ;
|

A group is a collection of user accounts. Assigning a user account membership
in a group gives that user all the rights and permissions granted to the group.

Groups simplify administration by providing an easy way to grant common
capabilities to multiple users at one time. For example, if several users need to
read a file, the user accounts are added to a group. The capability to read is
assigned just once, to the group, rather than to each user.

There are two types of groups—local and global:

m  Local groups are used to provide users with permission to access a network
resource.

Permissions are rules that regulate which users can use a resource such as a
folder, file, or printer.

Local groups are also used to provide users with rights to perform system
tasks, such as changing the time on a computer or backing up and restoring
files. Windows NT includes several pre-created local groups designed
specifically to assign users rights. This type of local group is called a
built-in local group.

m  Global groups are used to organize domain user accounts, typically by
function or geographical location.

They are typically used in multiple-domain networks, when users from one
domain need to access resources in another domain.

s ._O_/?‘-—? (%)
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Video: Local and Global Groups

This video defines local and global groups and explains how they are used in
single- and multiple-domain networks.

As you view the video, look for the following information:

»  What is the purpose of a local group? Global group?
m  Where are local groups created? Global groups?

('OL'A/( pmht,‘,[ \@n{fM Poc )
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Local and Global Groups Summary

Local Groups

Global Groups

i,
Provide users with permissions or
rights

Organize domain users

Can include (from any domain):
User accounts
Global groups

Can only include user accounts in the
domain where it resides

Cannot include other local groups

Cannot contain local or global groups

Are assigned permissions and rights
in the local domain

Are added to a local group to give its
members rights

On a computer running Windows NT
Workstation or a member server, can
only be assigned to local resources

Are not assigned to local resources

CAw BE !
gor wor usvawy !l

On a PDC, can be assigned resources
on any domain controller in the

domain ﬁ

Must be created on a PDC in the
domain where the accounts reside

Both local and global groups must reside in the directory database of the local
computer. The following table summarizes the differences between local and

global groups.

Local groups

Global groups

Are used to provide users with permission
to access a network resource or rights to
perform a system task.

Are used to organize domain user
accounts, typically by function or
geographical location.

Can include user accounts and global
groups from any domain (with the
appropriate trust relationship).

Cannot include other local groups.

Can only include user accounts from its
own domain.

Cannot contain local groups or other
global groups.

Are assigned permissions for a resource or
granted rights in the local domain.

Are added to a local group in any domain
(with the appropriate trust relationship) to
give its members access to a resource or
grant members rights.

If created on a member server or computer
running Windows NT Workstation, can
only be assigned to resources or granted
rights on the local computer.

Are not assigned to local resources.

If created on a PDC, can be assigned to
resources or granted rights on any domain
controller within the domain.

Are always created on the PDC in the
domain where the account resides.

Note Global groups can be created on a PDC from any Windows NT platform

running User Manager for Domains.
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' Example of Using Local and Global Groups

. &R

! Member
Server

iy | g

Class Discussion

The Paris office of World Wide Importers has a single-domain network with a
PDC, a BDC, and a member server. The BDC has an accounts payable
database, and the member server has an inventory database. All users need
access to both databases.

1. On which computer would you create a global group for organizing the user

accounts? Why?
FPe

2. On which computer would you create a local group to provide users with

access to the Accounts Payable database? Why?
rre

' 3. On which computer would you create a local group to provide users with
access to the Inventory database? Why?

TTEBEl SeaVER
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Planning a Group Strategy

= Logically Organize Users Based on Common Needs

= Create Global Groups, and then Add User Accounts

= Create Local Groups Based on Resource Access Needs
= Assign Permissions to Local Groups

= Add Global Groups to Local Groups

When creating groups, follow these guidelines:

Organize domain users logically based on common needs. For example, if
all sales personnel need access to a color printer and all managers need
access to an employee records file, organize users by sales personnel and
managers.

In each domain where user accounts reside, create a global group for each
logical group of users. Then add the appropriate user accounts to the
appropriate global groups.

Create local groups based on resource access needs. For example, if
managers need full control of files in the \EmployeeHandbook directory and
sales personnel only need to read the files, create one local group for the
managers and another local group for the sales personnel.

e If the resource is on a member server or a computer running
Windows NT Workstation, create the local group where the resource is
located.

e If the resource is on a primary domain controller (PDC) or backup
domain controller (BDC), create the local group on the PDC.

Assign the appropriate permissions to the local groups.

Add the global groups to the local groups.

Note To add global groups from one domain to local groups in another
domain, the appropriate trust relationship must have been established.
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@ Creating Local and Global Groups
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You Must Be a Member of the Administrators
or Account Operators Group

You Can Create Local Groups on Any
Computer Running Windows NT

You Create Global Groups on a PDC from
Any Computer Running
User Manager for Domains

Group Names Must Be Unique to the Domain

On Windows NT Server, local and global groups are created using User
Manager for Domains.

On Windows NT Workstation, local groups are created using User Manager.
Global groups cannot be created.

When you create local and global groups, the following rules apply:

You must be a member of the Administrators or Account Operators group.
A local group can be created on any computer running Windows NT.

A global group must be created on a PDC, but can be created from any
computer running User Manager for Domains. This includes:

e A BDC.
e A member server that is part of the domain.

* A computer running Windows NT Workstation or Microsoft
Windowse 95 with the Windows NT Server Administrative Tools
installed.

Group names must be unique to the domain. They cannot be identical to
other user names or group names.
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Creating Global Groups

o B

New Global Group
Quebec domain users

£ Eric Blondel i - Account admin...
 Linda Kobora Linda

16} Sandy Alto Sandy
i Ryan Calafato  Ryan
i 2 Kathryn Yusi Kathryn
Q Susan Stevenson Susan
 Rick Wallace Rick
»Administrator

The first part of your implementation strategy should always be to logically
organize your users and to create global group accounts for them.

P To create a global group

1.

On the User menu, click New Global Group. The New Global Group
dialog box appears.

In the Group Name box, type the name of the group. The global group
name:

e Can contain any uppercase or lowercase characters except for the
following: “/\[]:;]|=,+?<>.

e Should describe the function of the group.
e [s limited to 20 characters.

In the Description box, type a description of the group. Although the
description is optional, it can be helpful in identifying the function of a
group.

In the Not Members list, select the users you want in the group.

Tip As a shortcut to adding users to a global group, press the CTRL key,
select each user you want to add to the group, and then on the User menu,
click New Global Group.

5. Click Add. The users you selected appear in the Members list.

6. Click OK to create the global group containing all the users you added as

members.
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Creating Local Groups

| New Local Group

LS ranE
preTege !
s Members can fully administer the compL CAx NeT ADD
% Backup Operators Members can bypass file security to bac:
= Domain Admins Designated administrators for the doma 2 9cAL + GLOLAL
Domain Guests All domains guests To tocALl

Domain Users All domains users

Eve0oN Al Users Ory GEorAL )

LASSROOM\Domain Users

» To create a local group

g

On the User menu, click New Local Group. The New Local Group dialog
box appears.

In the Group Name box, type a unique, descriptive name for the group. The
name:

e Should describe the function of the group.

¢ Can contain any uppercase or lowercase characters except for the
backslash character (\).

e Can be up to 256 characters in length; however, only the first 22
characters display in most of the windows.

In the Description box, type a description of the group, and then click Add.
The Add Users and Groups dialog box appears.

In the Names list, select the user or global group accounts from the local
domain you want added to the group.

Tip As a shortcut to adding users and global groups from the local domain
to a local group, press the CTRL key, select each user you want to add to the
group, and then on the User menu, click New Local Group.

To add global groups from another domain, in the List Names From box,
select the domain, and then select the global groups. The asterisk indicates
the current domain.

Note The List Names From box shows only the trusted domains. If a
domain name does not appear in this box, the appropriate trust relationship
is not set up.

Click Add, and then click OK.
Click OK in the New Local Group dialog box to create the local group.
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Deleting Groups

= Deleting a Group:

e Permanently removes
permissions and rights
associated with it

e Does not delete the member
user accounts

Deleting a group deletes the name of the group, its description, and the rights or
permissions associated with it. It does not delete the user accounts it contains.

P To delete a group account
1. Start User Manager or User Manager for Domains.
2. Select the group you want to delete.
3. Press the DELETE key.
The following message appears:

Each group is represented by a unique identifier
which is independent of the group name. Once this
group is deleted, even creating an identically
named group in the future will not restore access
to resources which currently name this group in the
access control list.

4. Click OK.
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Lab 3: Planning and Creating Local and Global Groups
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€ Implementing Built-in Groups

= Built-in Local Groups

¢ Give users rights to
perform system tasks

= Built-in Global Groups

¢ Give administrators
a way of controlling
domain resources

= System Groups
¢ Organize users for system use

e Membership is automatic and cannot be modified

Built-in groups are predefined groups that have a predetermined set of user
rights. User rights determine the system tasks a user or member of a built-in
group can perform.

Computers running Windows NT have three types of built-in groups:

®  Built-in local groups give users rights to perform system tasks such as
backing up and restoring files, change the system time, and administering
system resources.

Built-in local groups are on all computers running Windows NT.

m  Built-in global groups give administrators an easy way of controlling all
users in a domain.

Built-in global groups are on domain controllers only.

= System groups automatically organize users for system use. Administrators
do not assign users to them. Rather, users are either members by default or ‘
become members during network activity.

System groups are on all computers running Windows NT.

Note Built-in groups cannot be deleted or renamed.
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Built-in Groups on All Windows NT-Based Computers

Users

Ordinary users

Administrator

i’

Windows NT Server
Domain Controller ‘

Backup
Operators

No members

Windows NT Server
Member Server

No members

indows NT Workstation

All computers running Windows NT have built-in groups. A built-in group on a
domain controller determines what its members can do on the domain. A built-
in group on non-domain controllers determines what its members can do on the

local computer.

The following table describes the built-in local groups that reside on all
computers running Windows NT.

Local group

Capabilities

Users

Administrators

Guests

Backup Operators

Replicator

Perform tasks for which they have been granted rights and access
resources to which they have been assigned permissions.

Can perform all administrative tasks on the local computer. If the
computer is a domain controller, members can fully administer
the domain.

Perform tasks for which they have been given rights and access
resources to which they have been assigned permissions.

Members of Guests cannot make permanent changes to their local
environment.

Use the Windows NT Backup program to back up and restore all
computers running Windows NT.

Used by the Directory Replicator service. This group is not used
for administration.

Note The local Power Users group only resides on member servers and
computers running Windows NT Workstation. Power Users group members can
create and modify accounts, and they can share resources.
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Built-in Groups on Domain Controllers Only

L

Local Groups Global Groups |
[
Account . Server Domain
Operator-' ) Operar : Users
Printer
Operators _ | -
Domain
Admins
Domain  § , Domain |
_Guests  |""BH Guests i
m@m4 Domain Controller F

Local Groups

The following table describes the built-in local groups on domain controllers
only. There are no initial members of these groups.

Local Group Capabilities

Account Operators  Create, delete, and modify users, global groups, and local groups.
Cannot modify the Administrators or Server Operators groups.

Server Operators Share disk resources, and back up and restore the server.
Printer Operators Set up and manage network printers.
Global Groups

When Windows NT Server is installed as a domain controller, three global
groups are created in the domain’s directory database—Domain Admins,
Domain Users, and Domain Guests. By default, built-in global groups do not
have any inherent rights. They get rights when they are added to local groups or
when they are assigned user rights or permissions.

The following table describes what happens to built-in global groups when a
Windows NT-based computer is added to the domain.

This group Is automatically added to the...

Domain Users Local Users group. When a domain user account is created it is
automatically made a member of this group. The Administrator
account is a member by default.

Domain Admins  Local Administrators group. Members of the Domain Admins group
can then perform administrative tasks on the local computer. The
Administrator account is a member by default.

Domain Guests Local Guests group. The Guest account is a member by default.
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Q Built-in System Groups

= Reside on All Computers
= Membership Cannot Be Modified

s Users Become Members Automatically During Network
Activity

= Two Key System Groups

e Everyone

e Creator Owner

Built-in system groups reside on all computers running Windows NT. Users
become members by default during network activity. Membership cannot be
modified.

The following table describes the key system groups used for network
administration.

System group  Description

Everyone Includes all local and remote users who access the computer. Unlike
the Domain Users group, the Everyone group contains user accounts
other than those created by the administrator in the domain.
Administrators can assign permissions and rights to the group
Everyone.

Creator Owner  Includes the user that created or took ownership of a resource. If a g
member of the Administrators group takes ownership of a resource, '¢ Jler e
Q the new owner is the Administrators group. This group can be used to
m manage access to files and folders only on NTES volumes.

The following table describes the system groups that are not used for network
administration.

System group  Description

Network Includes any user who is currently connected from another computer
on the network to a shared resource on your computer.

Interactive Automatically includes a user who logs on to the computer locally.
Interactive members access resources on the computer at which they
are physically sitting. They log on and access resources by
“interacting” with the computer.

Note The Everyone and Creator Owner groups are covered in more detail later
in the course.
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Best Practices
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VI_ Use Domain Users Instead of Everyone (Medium and High Security)

§

VI Assign Rights to Users iny If Built-in Groups Don’t Meet Your Needs

§

“l‘ Add Domain _A_dmins from Other Domains to L-ocal Administrators’

V Add Users to Built-in Groups that Are Most Restrictive

The following list provides the best practices for implementing local and global
groups:

Apply the following strategy when using local and global groups:
e Organize users into global groups

e Assign permissions to local groups

e Add global groups to local groups

Use the global group Domain Users instead of the Everyone group. The
Domain Users group contains only accounts you’ve created, and not all
accounts that have connected to the network.

To enable the Administrators group to perform administration tasks in other
domains, add the global group Domain Admins to the local Administrators
group on the computer in the domain you want Administrators to
administer.

If the rights of a built-in group meet your needs, add a user account to the
group. Otherwise, create a local group, and then assign the appropriate user
rights.

For example, if for security reasons you want a user to have the right to
back up files but not restore files, create a local group Backup Only and
assign it the Backup Files and Directories user right.

Always add users to built-in groups that are most restrictive, while still
allowing them to accomplish any tasks.

}Ze‘x.uv‘c«@ &> acceLs Caﬂh&a[ Lt
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Lab 4: Implementing Built-in Groups
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Review

= Introduction to Groups
= Planning a Group Strategy
= Creating Local and Global Groups

= Implementing Built-in Groups

= Best Practices

1. What is the purpose of a local group? Global group?
/ A

\ Y
‘l&‘ 4[(0(@‘{1\7 e ""‘;L'V'j.
/\c,ulwce.c/? GREE. 4/:

2. What is the difference between a built-in local group and a built-in global

roup? 2 )
group has dste of prrmiscion how w2
perml sc 19

3. What enables an administrator to perform administrative tasks on any
computer in the domain?
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4. What is the recommended strategy for implementing local and global
groups? 4 \
7/0141 £ paspl
:\v-e acess to
e seurees

5. What is the difference between the Domain Users group and the Everyone
group?
Con Aelete Mepbor From Dapain Users  ba t
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€& Overview

= Introduction to Administering Accounts
= Creating User Account Templates

= Implementing an Account Policy

= Resetting User Account Passwords

= Unlocking User Accounts

= Modifying Multiple User Accounts

= Maintaining Domain Controllers

= Troubleshooting Logon Problems

Objectives
At the end of this module, you will be able to:

Create a template and use it to create user accounts.
Implement an account policy for all accounts in a domain.
Reset user account passwords.

Unlock a user account.

Change the location of a home directory.

Promote a backup domain controller (BDC) to a primary domain controller
(PDC).

Restore a primary domain controller.
Synchronize domain controllers.

Troubleshoot logon problems.
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Introduction to Administering Accounts

Create Templates |
] Sales

ining ; Troubleshooting

There are procedures and tools an administrator can use to perform daily tasks
efficiently and to keep the network running smoothly. Some of these are:

m Creating templates for adding new user accounts.

» Making changes to multiple user accounts at one time, such as moving
home folders.

= Planning and implementing an account policy to keep the network secure.

= Maintaining domain controllers so that user accounts can always be
successfully validated.

s Troubleshooting any problems users have with their accounts; these are
primarily problems users have logging on.

= Distributing some of the administrative tasks by creating an additional
Administrator or an Account Operator.

e Members of the Administrators group have full administrative
capabilities. They are responsible for planning and maintaining network
security.

e Members of the Account Operators group can create, delete, and modify
user accounts, global groups, and local groups, and set account policies.
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@ Creating User Account Templates

= Shortcut for Creating New Accounts

= Copies All Account Properties Except:
¢ User name and full name
¢ Password and confirm password
¢ Account disabled

e Rights and permissions

Sales Template

Description = Sales Personnel Description = Sales Personnel

Password Never Expires " Password Never Expires

Home Directory = %Username% Home Directory = User7

Member of the Sales group 4 Member of the Sales group

A user account template is a standard user account that you create with the
properties that apply to users with common needs. For example, if all sales
personnel require membership in the Sales group, you can create a template that
includes membership to that group.

To use a template to create a new user account, you just copy the template
account and assign a user name and password for the new user. The following
options become properties of the new user account:

Description Profile

User Must Change Password at Next Hours (domain controllers only)
Logon

User Cannot Change Password Logon to (domain controllers only)
Password Never Expires Account (domain controllers only)
Groups Dialin

Note Rights and permissions granted to an individual user account are not
copied.

Some suggestions for creating templates are:

m  Make a template for each classification of employee, such as sales,
accountants, managers, and so on.

» If you commonly have short-term or temporary network users, create a
template with limited logon hours, workstation specifications, and other
necessary restrictions.

Tip If you begin each template name with a non-alphabetic character, such as
the underscore character (_), the template will always appear at the top of the
list the User Manager window.
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Using Templates to Create User Accounts

Sales Template
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To use a template account to create a new user account, copy the template.

» To copy a template account

Start User Manager or User Manager for Domains.

In the Username list, select the template you want to copy.
On the User menu, click Copy.

Type a user name and password for the new account, and then click Add.

U -

Create another new user or click Close.
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4 Implementing an Account Policy

= The Account Policy Determines How Passwords Must
Be Used by All User Accounts

= The Account Policy Sets the Requirements for:
¢ Password age, length, and uniqueness
o Account lockout

= Policy Changes Go Into Effect Either:

e The next time a user logs on

o The next time a user makes a change covered by the
policy

The account policy determines how passwords must be used by all user
accounts. It sets the requirements for:

Password minimum and maximum ages
Password minimum length
Password uniqueness

Account lockout options

Changes you make to the account policy go into effect for users at one of two
times:

The next time the user logs on.

The next time the user makes a change covered by the policy—for example,
the minimum password length does not apply to existing passwords, but it
will apply the next time a user changes his or her password.
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Planning an Account Policy

By default, the only password requirement for user accounts is that users
change their passwords the first time they log on. To use an account policy to
provide additional security for user accounts, consider the following:

» Never allow blank passwords. Blank passwords mean no security. They
should never be used on any system connected to the Internet or with dial-in
capabilities.

= Require a minimum length for all passwords. The longer the password, the
more difficult it is to guess.

¢ In a medium-security network, require 68 characters.
e In a high-security network, require 8—14 characters.

= Require users to change their passwords frequently. This helps prevent
unauthorized users from guessing it.

¢ In a medium-security network, change passwords every 45-90 days.
e In a high-security network, change passwords every 14-45 days.

m Require users to use a different password each time they change it. Make
sure that once it is changed, it cannot be changed back to a previous
password.

¢ In a medium-security network, require 812 different passwords.

e In a high-security network, require 12-24 different passwords.
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Lock out accounts after multiple failed logon attempts. This reduces the
chance of an unauthorized person gaining access to the network.

¢ In a medium-security network, lock out a user account after 5 failed
logon attempts.

¢ In a high-security network, lock out a user account after 3 failed logon
attempts.

Require the administrator to unlock all locked accounts.

Require that users with restricted logon hours are disconnected from the
network during off hours. This will prevent users from dialing in to the
network..
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Setting Password Options

Account policies allow control over how passwords are implemented.

P To set an account policy

1. Start User Manager for Domains.

2. On the Policies menu, click Account.

3. Set the password options as described in the following table.

Option

Description

Maximum
Password Age

Minimum
Password Age

Minimum
Password
Length

Password
Uniqueness

The period of time a password can be used before the user is
required to change it.

Range of values: 1-999 days.

The period of time a password must be kept before the user
can change it. Do not allow immediate changes if a password
uniqueness value will be entered. The Minimum Password
Age must be less than the Maximum Password Age.

Range of values: 1-999 days.
The minimum number of characters required in a password.

Range of values: 1-14 characters.

The number of new passwords that must be used by a user
before an old password can be reused. For uniqueness to be
effective, immediate changes should not be allowed by the
Minimum Password Age parameter.

Range of values: 1-24 passwords.

Important The Password Never Expires check box for an individual user
account overrides the Maximum Password Age setting.
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Setting Account Lockout Options

Account Polic

1. Set an account lockout policy described in the following table.

Ugess (ke pre not e —
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2. Click OK to set the policy.

Option Description
No account User accounts are never locked out, no matter how many
lockout incorrect logon attempts are made using the account.
Account If you select Account lockout, the next three options are
lockout available.
Lockout after  The number of incorrect logon attempts that will cause the
account to be locked.
Range of values: 1-999.
Reset count The maximum number of minutes that can elapse between any
after two bad logon attempts before lockout occurs.
Range of values: 1-99999 minutes.
Lockout Forever: Causes locked accounts to remain locked until an
Duration administrator unlocks them. (The administrator account set up
during installation cannot be locked out.)
Duration: Causes accounts to remain locked for the specified
number of minutes.
Range of values: 1-99999 minutes.
Forcibly If selected, the user account is disconnected from any server in
disconnect the domain when the account exceeds logon hours.
* remote users” If cleared, the user account is not automatically disconnected,
from server but no new connections are allowed.
when logon (Available only on Microsoft® Windows NT® Server.)
hours expire
Users must If selected, users cannot change (their own) expired passwords.
log on in If cleared, users can change their own expired passwords.
e Ntheg e sy thir ool deng ogan
password
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Resetting User Account Passwords

= Reset Passwords When

e They expire

e Users forget them

= From User Manager for Domains, Double-Click the
Account

¢ Delete the password

e Enter a new password

You may need to reset a user’s password if:

m  The password expires.

m A user forgets his or her password.

» To reset a password

1. Start User Manager or User Manager for Domains.

2. Double-click the user account.

3. Inthe Password box, select the entire entry, and then press DELETE.
4

. In the Confirm Password box, select the entire entry, and then press
DELETE.

5. In the Password and Confirm Password boxes, enter a new password for
the user, and then click OK.
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) Unlocking User Accounts

ek ok ek

ek kK

If you have an account policy set up that locks out the user after several failed
logon attempts, you may need to unlock the account.

» To unlock a user account
1. Start User Manager for Domains.

2. In the Username list, double-click the user account that needs to be
unlocked.

The User Properties dialog box appears.
Click to clear the Account Locked Out check box.
4. Click OK.

Tip If the user has failed several times in trying to log on to the domain, the
user may have forgotten the password. In this case, you should reset the
. password while you are unlocking it.
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Modifying Multiple User Accounts

= Shortcut for Modifying Multiple User Accounts

= Select Multiple Users
= Select Properties You Want to Modify
= Enter Change Once to Affect All Selected Users

Use this procedure when you need to modify multiple user accounts in the same
manner. For example, you need to move home directories to another server or
volume, or set the logon hours for 100 users.

» To modify multiple user accounts at one time

1.
2z

Start User Manager or User Manager for Domains.

Select all the user accounts that you want to modify by using one of the
following methods.

To select accounts in random order, click the first account, press the CTRL
key, and then click the remaining accounts.

._Or_

To select accounts in consecutive order, click the first account, press the
SHIFT key, and then click the last account.

On the User menu, click Properties.
The User Properties dialog box appears.

Make the necessary changes.

5. Click OK.
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€ Maintaining Domain Controllers

= When You Need to Take a PDC Offline

* Promote a BDC to a PDC to take its place

e When the PDC is back online, promote it back to a PDC
= When a PDC Goes Offline Unexpectedly

¢ Promote a BDC to a PDC to take its place

e When the PDC is back online, demote it to a BDC

e Promote it back to a PDC

Maintaining domain controllers means making sure that a primary domain
controller (PDC) is always online and that all copies of the directory database
are current.

Every domain has only one PDC. The PDC maintains the master copy of the
domain’s directory database. The directory database is automatically replicated
to all the backup domain controllers (BDCs) in the domain every five minutes.

If the PDC goes offline for any reason, users will still be able to log on and be
validated by the BDC. But you will no longer be able to do any account
administration.

When a PDC Needs to Be Taken Offline

When a PDC needs to be taken offline, you need to perform the following
steps:

1. Promote a BDC to take the place of the PDC while its offline. This will
force the PDC to become a BDC.

2. When the original PDC is brought back online, promote it back to a PDC,
which forces the temporary PDC to demote itself to a BDC.

When a PDC Goes Offline Unexpectedly

When a PDC goes offline unexpectedly, you need to perform the following
steps:

1. Promote a BDC to take the place of the PDC.

2. Once the original PDC is fixed and brought back online, demote it to a
BDC. This will force the temporary PDC to become a BDC.

3. Promote the original PDC again.
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Promoting a Backup Domain Controller

= In Server Manager, Select a BDC

= On the Computer Menu, Click Promote to Primary
Domain Controller

When you promote a BDC, an up-to-date copy of the domain directory database
is replicated from the old PDC to the new one. The original PDC is
automatically demoted to a BDC.

» To promote a BDC to a PDC

L.

Click Start, point to Programs, point to Administrative Tools, and then
click Server Manager.

In the Computer list, select the backup domain controller.

3. On the Computer menu, click Promote to Primary Domain Controller.

You receive a message that informs you that the promotion will take a few
minutes, and that all user connections to the BDC and PDC will be closed. It
asks you to confirm the change.

Click Yes.

When you complete this procedure, the original PDC automatically
becomes a BDC.
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Resuming Domain Controller Roles

= Start the Original PDC
= Demote the Original PDC to a BDC
= Promote the BDC

|

Original PDC

You can also promote a BDC to a PDC after the PDC has gone offline, but the
PDC will not automatically be demoted. Also, since the PDC is offline, no
automatic replication of the accounts database can occur between the two
PDCs.

When the original PDC is brought back online, there is already a PDC in the
domain, so its Net Logon service will fail to start. You will need to restore the
original PDC.

» To return the original PDC to the role of PDC

1.

Start the computer that was originally functioning as the PDC. As it starts
up, it will detect that there is already a PDC in the domain.

Start Server Manager on the original PDC.

Both the original and current PDC appear as primary domain controllers,
but that the original PDC name is unavailable.

Select your original PDC.

On the Computer menu, click Demote to Backup Domain Controller.

5. Select the BDC that was the original PDC, and on the Computer menu,

click Promote to Primary Domain Controller.

Click Yes to make the change.

You will receive messages indicating that the directory database on the
current PDC was synchronized with the directory database on the current
BDC before it is promoted to a PDC.

If any administration, such as adding user accounts or changing passwords,
was done while the original PDC was down, this automatic synchronization
of the directory databases ensures that these changes are not lost.
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Synchronizing Domain Controllers

= In Server Manager, Select a BDC

= On the Computer menu, Click Synchronize with Domain
Controller

Directory
Database

You can manually synchronize domain controllers:

To apply changes made to the domain’s directory database immediately.

To solve problems related to password mismatches. If users change their
passwords, it takes time for new passwords to be distributed automatically
to all the BDCs in a large domain.

» To synchronize a specific BDC

il
2.

4.

Start Server Manager, and then select the BDC.

On the Computer menu, click Synchronize with Primary Domain
Controller. You receive a message that informs you that the process may
take a few minutes, and it asks you to confirm the change.

Click Yes. A message appears telling you that the selected BDC will
synchronize its account database with the PDC. It tells you to check the
event log on the selected BDC and on the PDC to determine whether the
synchronization was successful.

Click OK.

» To synchronize all domain controllers

L
2.

Start Server Manager, and then select the PDC.

On the Computer menu, click Synchronize Entire Domain. A message
informs you that the process may take a few minutes, and it asks you to
confirm the change.

Click Yes. A message box informs you that the PDC has asked all BDCs to
start synchronizing their user account database, and it suggests that you
check the Event Log to determine whether synchronization was successful.

Click OK.
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Troubleshooting Logon Problems
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The following table describes common error messages and solutions to logon

problems.

User error message

Solution

The system could not log
you on. Make sure your user
name and domain name are
correct, and then type your
password again. Letters in
passwords must be typed
using the correct case. Make
sure that CAPS LOCK is not
accidentally on.

Verify that the user name, domain name, and password
are correct; check the CAPS LOCK key—passwords are
case sensitive. (The domain name can be verified using
the Control Panel Networks application.)

If a user has forgotten the password, delete or reset the
user’s password.

If the user account is new, it may not have been
synchronized with BDCs. Synchronize domain
controllers.

A domain controller for your
domain could not be
contacted. You have been
logged on using cached
account information.
Changes made to your
profile since you last logged
on may not be available.

Check to see if this is the only computer having
difficulty. Verify that the domain controllers are online.

If the PDC is still online, select a BDC and promote it
to a PDC. If the PDC is offline, promote a BDC to a
PDC.

If it is the only computer having the problem, verify that
the cable connects the computer to the network. Verify
that the network adapter card light is on or is blinking.
If the problem is not obvious, restart the computer.

Your account has time
restrictions that prevent you
from logging on at this time.
Please try again later.

The logon hours for the user are not allowed for the
current time. To allow a user to log on, modify the
user’s logon hours.

Your account is configured
to prevent you from using
this workstation. Please try
another workstation.

The user has been restricted from using that
workstation. To allow the user to use the workstation,
modify the Logon To restrictions.
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Review

= Introduction to Administering Accounts
= Creating User Account Templates

= Implementing an Account Policy

= Resetting User Account Passwords

= Unlocking User Accounts

= Modifying Multiple User Accounts

= Maintaining Domain Controllers

= Troubleshooting Logon Problems

1. When and why would you create a template for creating new user accounts?

Wt a ;az-mb.zpr g*f' USAS hase s't'mn'/d,/* ,Aeiu;r‘epz-'fxf_c :

2. What is included in the account policy and why is it important?
)T PEFERUNE  NOJ SECVRE  THE NETWOAK 1S .

3. If your PDC has gone offline unexpectedly, what do you need to do to
maintain the directory database?

PROIOTE E»C

4. What are some possible reasons why a user cannot log on?
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& Overview

= Introduction to Shared Folders
= Guidelines for Sharing Folders
= Sharing Folders

= Accessing Shared Folders

= Best Practices

Objectives
At the end of this module, you will be able to:

Describe the shared folder permissions.
Describe the result when user and group permissions are combined.

Plan what permissions to assign to groups or users for network applications,
data, and home folders.

Create and modify shared folders in single-domain and multiple-domain
networks.

Assign shared folder permissions to users and groups in single-domain and
multiple-domain networks.

Connect to shared folders.

Apply the best practices for administering shared folders.
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€ Introduction to Shared Folders

Shared Folders

= Shared Folders Give Users Centralized Access to Network
Files

= A Folder Must Be Shared Before a User Can Connect to It

= Permission to Use a Shared Folder Is Assigned to Users and
Groups

What dC(es;}/l;/ PCCCOURCE
whieh twe ghoep A USE
bel g To howve aceess ;
He aees right of the
less pestrictive gio«p
wll bo ured |

Except th No ACcESS will
ewrwh it all ,A.':;/cé’.

What Is Sharing?

Sharing is a feature of Microsofte Windows NTe that enables you to designate
resources that you want users to access across the network. When a folder is
shared, users can connect to the folder over the network and access the files that
it contains.

You assign shared folder permissions to control what users can do with the
contents of a shared folder. For example, if a user needs only to view files in a
shared folder, you can assign Read permission; if a user needs to add or remove
files, you can assign Change permission. A shared folder appears in

Windows NT Explorer and My Computer as an icon of a hand holding the
shared folder.

Important Once a folder is shared, users with the appropriate permissions have
access to all files and folders within the shared folder.

Why Share Folders?

Shared folders are used to give users access to network applications, data, and
user home folders:

= Network application folders centralize administration by designating one
location for configuring and upgrading software. In this way, you avoid
maintaining applications on clients.

» Data folders provide a central location for users to store and access common
files.

m  User home folders provide a central location for backing up users’ data.

Note Using shared folders is the only way to secure network resources on a
FAT volume.
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Shared Folder Permissions

Change

Read

No Access

To control how users access a shared folder, you assign shared folder
permissions. Permissions can be assigned to users, groups, or both. The
following table describes the shared folder permissions, from most restrictive to

least restrictive.

This permission

Lets uvsers...

Full Control
(default)

Change file permissions.
Take ownership of files on NTFS volumes.
Perform all tasks permitted by the Change permission.

(The default permission assigned to the Everyone group.)

Change

Create folders and add files.

Change data in, and append data to, files.
Change file attributes.

Delete folders and files.

Perform all tasks permitted by the Read permission.

Read

Display folder names and file names.
Display the data and attributes of files.
Run program files.

Change to folders within a folder.

No Access

Establish only a connection to the shared folder. Access to the
folder is denied and the contents do not appear.

Important Shared folder permissions are effective only when a user connects to
the folder over the network. Users with the user right “Log on locally” can sit at
the computer and access the computer’s hard disk directly, bypassing shared
folder permissions. However, the user may be restricted by local NTFS

permissions.
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How User and Group Permissions Are Applied
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A user can be assigned permissions to access a shared folder directly or as a
member of a group. Also, a user may be a member of multiple groups with
different permissions that provide different levels of access.

Permissions are applied in the following ways:

A When a user is assigned permission to a shared folder, and that user is a
member of a group to which a different permission is assigned, the user’s
effective permissions are the combination of the user and group
permissions.

For example, if a user has been assigned Read permission for the Public
folder, and the Everyone group has been assigned Full Control permission
to the same folder, the permissions combine, so that the effective permission
is Full Control.

B The only exception to this rule is the No Access permission. The No Access
permission always overrides any other permissions assigned to a user or to
any group to which the user belongs.

For example, if a user has been assigned the Read permission for the Public
folder, and the user is a member of the Sales group that has been assigned
No Access to the same folder, then the user’s effective permission is No
Access.

Note If no permissions are assigned to a user or group that the user is a
member of, the user cannot access the resource.
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Examples of Applied Permissions

Folder-B

No
[ Access |

Change §

Read I

Class Discussion

The slide on this page shows two examples of assigned shared folder
permissions. Examine each example and determine the applied permissions for
Userl.

1. Example 1 shows that User1 is a member of Groups 1, 2, 3, and 4, and that
these groups have different permissions for shared Folder-A.

What are User1’s effective permissions for Folder-A? Foil  ConTrel

2. Example 2 shows that User! is a member of Groups 1, 2, 3, and 4, and that
these groups have different permissions for shared Folder-B.

What are Userl’s effective permissions for Folder-B?
NO Acescs
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4 Guidelines for Sharing Folders

= Use Intuitive Share Names
= Use Names Readable by All Clients

= Organize Disk Resources According to Security Needs

For a network to be successful, network applications, public and private data,
and user home folders must be easily accessible to authorized users. When
sharing folders, consider the following points:

» Use intuitive share names so that users can easily recognize and locate
resources. For example, for the folder Application, use the share name Apps.

m Use share names and folder names that are readable by all client operating
systems. The following table describes share and folder naming

conventions.
Client Share name Folder name
Windows NT and Windows 95 12 characters 255 characters
MS-DOS®, Windows® 3.x , and 8.3 characters 8.3 characters
Windows for Workgroups

Note Windows NT provides 8.3 character equivalent names, but the
resulting names are not intuitive to users. For example, a Windows NT
folder named Accountants Database, would appear as Accoun~1 to clients
running MS-DOS, Windows 3.x, and Windows for Workgroups.

= Organize disk resources so that folders with the same security requirements
are located within one folder hierarchy. For example, if users require Read
permission to several application folders, store those folders within the same
folder.
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Based on resources stored on a server, you need to determine which folders on
your servers users can and cannot access over the network. You can share any
folder within a folder hierarchy. Once a folder is shared, users with the
appropriate permissions have the same level of access to the contents of the
shared folder, but cannot access folders that are at a higher level or at the same
level as the shared folder.

The following examples explain how to share folders to secure three folder
hierarchies. In all three examples the Users group should only be able to access
the contents of the Apps, Appl, and App2 folders over the network.

A. In this example, share the Apps folder and assign the Users group Read
permission. Members of the Users group can connect to the Apps shared
folder and will be able to read the contents of the Apps folder, which
includes the App1 and App2 folders.

B. In this example, share the Apps folder and assign the Users group Read
permission. This will give users access to Apps, Appl1, and App2 because
they are in the same hierarchy. Users will not be able to access the SW,
SW1, and SW2 folders because the SW folder is in a different hierarchy.

When users connect to Apps, Apps will appears as a root folder. Users will
not be able to see folders that are at a higher level or at the same level as the
shared folder they are connected to.

C. In this example, share the SW folder and assign only the Administrators
group Full Control permission. This will give Administrators access to SW,
SWI1, SW2, and Apps.
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Guidelines for Assigning Permissions

rmissions

The following are general guidelines for assigning permissions to users and
groups for shared folders:

Determine which groups need access to each resource and what level of
access they require. Document the groups and their permissions for each
resource. For example, for the Sales Data folder, the Sales group would
require Change permission; Administrators, Full Control permission; and
Executives, Read permission.

Assign permissions to groups instead of users to simplify administration.

Add global groups to local groups, and then assign permissions to the local
group.
Assign permissions to only the groups that need access to the resource.

Assign to a resource the most restrictive permissions that allow network
users to perform required tasks.

For example, if users need only to read information in a folder, and they will
never delete or create files, then assign the Read permission.

Remove the default permission Everyone, Full Control from the group for a
new shared folder.

Note When a folder is shared, the Everyone group is automatically assigned
Full Control permission. For greater security, remove the Everyone group and
assign permissions to the Users group. The Users group only contains accounts
that you create; however, the Everyone group contains anyone who has access
to your network and includes the Guest account.
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Guidelines for Network Application Folders

= Create and Share Common Folder
for Applications

= Assign Full Control to
Administrators

= Remove Full Control From
Everyone and Assign Read to
Users

= Assign Change to Groups That
Upgrade and Troubleshoot

In a large networking environment, one or more servers may be dedicated to
storing applications. In a small networking environment, one server may be
used for both applications and data. The application folders you share will vary
with each network environment.

When you share application folders, consider the following points:

Create a common shared folder and organize your applications under it. For
example, for applications that are not part of an application suite, create a
folder named Apps. Install applications separately under the applications
folder, and then share it as Apps.

Share lower-level application folders to the appropriate groups only when
you need to restrict access to those folders. For example, to restrict only
Accountants to Read permission for the Microsoft Excel folder, do the
following:

a. Remove permissions for the MSOffice folder for any group that contains
the Accountants group or members of the Accountants group.

b. Share the Microsoft Excel folder using the share name Excel and assign
a local group that contains the Accountants global group Read
permission.

Assign the Administrators group Full Control permission to the Apps folder.

Remove Full Control permission from the Everyone group and assign Read
permission to the Users group. This provides more security because the
Users group includes only accounts you created, whereas the Everyone
group includes anyone who has access.

Assign Change permission to groups responsible for upgrading and
troubleshooting application software.
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Guidelines for Data Folders

 Public Data  Working Data
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Data folders are used by network users to exchange public and working data.
When sharing data folders, consider the following points.

Public Data

When you share a public folder, consider the following points:

Use centralized data folders so that data can be consistently backed up.

Create and share a Public folder on a volume separate from the operating
system and applications.

Assign the Change permission to Users. This will provide users with a
central, publicly accessible location to store and share files with others.

Working Data

When you share a data folder for working files, consider the following points:

Create and share a Data folder on a volume separate from the operating
system and applications.

This separates data from system and application files, and therefore
streamlines backup and restore procedures. If the operating system requires
reinstallation, the volume containing the data will remain intact.

Share lower-level data folders to the appropriate groups when you need to
restrict access to those folders.

For example, to protect data in the Accountants folder, share that folder to
only the Accountants group and assign that group Change permission. Then
members of the Accountants group can access the Accountants shared
folder. Administrators have access by connecting to the Data shared folder.
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Guidelines for Home Folders

@I On a Network Server Create a Folder Named \Users

[ Create a Home Folder for Each User In \Users

el e R S

@Ehare Each Home Folder

a Iissign Only the Respective User Full Control

b | Do Not Share the \Users Folder ]

To create home folders for users on a FAT volume using only shared folder
permissions to restrict access, follow these guidelines:

1.

Create a central folder named \Users on a volume separate from the
operating system and applications.

This streamlines backup and restore procedures. If the operating system
requires reinstallation, the volume containing the home folders will remain
intact.

Create a folder in \Users for each user account, with the same name as their
user name. For example, for the user name Ericb, create a folder named
Ericb.

On a FAT volume, share each user’s home folder and assign only the
respective user Full Control permission to his or her home folder. This
guarantees privacy to the user because he or she is the only person who can
connect to his or her home folder. This is the only way to protect users’
folders on a FAT volume.

To specify the user’s home folder, when the user logs on, in User Manager
for Domains, type a universal naming convention (UNC) path in the Home
Directory To box that includes the server name, and the %Username%
variable.

For example: \\server_name\Users\% Username %

Note On a FAT volume, you need to create and share home folders before
you specify the home folder path in User Manager for Domains.

To ensure privacy, do not share the top-level folder Users.

You will be able to perform administrative tasks on home folders by logging
on to the server locally, or by connecting to an administrative share (C$, D$,
and so on).



Module 5: Securing Network Resources with Shared Folder Permissions

106

Shared Folders

: Planning

Lab 7




Module 5: Securing Network Resources with Shared Folder Permissions 107

4 Sharing Folders
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= Requirements for Sharing a Folder

Operating System Beqguirements

Administrators Any computer running Windows NT

Server Operators Windows NT Server domain controllers only

Power Users Windows NT Server member servers and computers
running Windows NT Workstation

= Using the Administrative Shares

Purpose

C$, DS, ES The root of each volume is automatically shared

Admin$ The C:\Winnt folder is shared as Admin$ —J

Requirements for Sharing a Folder

Any folder on a computer running Windows NT can be shared. The following
table lists the groups and operating system requirements required to share a
folder.

Group Operating system

Administrators Any computer running Windows NT.

Server Operators Windows NT Server domain controllers only.

Powers Users Windows NT Server member servers and Windows NT

Workstation clients only.

Note If the volume is NTFS, then the user must have at least the List
permission to share the folder.

Administrative Shares

Windows NT provides the following share names used for administration.

Share Purpose

C$,D$,E$,  The root of each volume on a hard disk is automatically shared, using

and so on. the drive letter appended with a dollar sign ($). The $ hides the shared
folder from users who browse the computer. When you connect to this
folder, you have access to the entire volume. You use the administrative
shares to remotely connect to the computer to perform administrative
tasks.

Admin$ The C:\Winnt folder is shared as Admin$. This is a special shared folder
that is only required by the system during remote administration.



108 Module 5: Securing Network Resources with Shared Folder Permissions

Sharing a Folder

Required

(C:) Properties

The first step in sharing a folder is to assign it a share name.

» To create a shared folder

1. In Windows NT Explorer, right-click the folder to be shared.

2. Click Sharing. The Folder_name Properties dialog box appears.

3. Configure the Sharing tab to include any of the following options.

Option

Description

Share
Name

Comment

User Limit

Permissions

New Share

4. Click OK.

Provides the name remote users will use to connect to the local
resource. You must enter a share name. You can create a
hidden share by appending a $ to the share name. The $ hides
the shared folder from users browsing the computer.

Provides a description for the share name. The comment
appears in the Map Network Drive dialog box when users
browse shared folders on a server. This comment should clearly
identify the contents of the shared folder.

Sets the number of users that can simultaneously connect to the
shared folder. The Windows NT Workstation maximum is 10.
Windows NT Server is unlimited.

Sets the permissions on the folder only when it is accessed over
the network. The Everyone group is automatically assigned Full
Control permission for all new shared folders.

Appears when the selected folder is already shared. A folder
can be shared multiple times with different names and
permissions. However, keeping track of multiple share names
requires more administration.
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Assigning Shared Folder Permissions

E Accoss Through Share Permissions

Administrators  Full Control
#2 Backup Operators
¢ Domain Admins Designated administrators for the doma
i i Designated administrators for the domai
All domains guests
Everyone All Users

i Guests Users granted guest access to the cor

After you assign a share name, the next step is to specify which users can
access the shared folder by assigning permissions to selected users or groups.

P To assign permissions for a shared folder

1. In Windows NT Explorer, right-click the shared folder.

2. Click Sharing.

3.

4. In the Access Through Share Permissions dialog box, click Add. The Add

In the Folder_name Properties dialog box, click Permissions.

Users and Groups dialog box appears.

In the Add Users and Groups dialog box, select the user or groups that you
want to assign permissions to.

Click Show Users to display all of the user accounts in the domain. The
groups and names will be added to the Add Names box.

Note In a multiple-domain network, click the List Names From arrow to
reveal other domains from which you can list user and group names for
assigning permissions.

In the Type Of Access box, click the appropriate permission for the user or
group (that is, click either No Access, Read, Change, or Full Control).

8. Click OK to return to the Access Through Share Permissions dialog box.

Click OK to return to the Folder_name Properties dialog box, and then
click OK.
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Modifying Shared Folders

= Changing Shared Folder Options
= Stop Sharing Folders
= Modifying Share Names

= Modifying Shared Folder Permissions

You can modify all shared folder options on the Folder_name Properties
dialog box, except for the share name.

» To modify a shared folder

1.

In Windows NT Explorer, right-click the shared folder, and then click

Sharing.

On the Sharing tab of the Folder_name Properties dialog box, follow the
steps in the table below to complete the appropriate task.

To

Do this

Stop sharing a folder

Modify the share
name

Modify Shared Folder
Permissions

Click Not Shared to stop sharing the folder, and then
click OK. See the Important at the bottom of this

page.

Click Not Shared to stop sharing the folder.

Click Apply to apply the change.

Click Shared As, and then type in a new share name.

Click Permissions.

In the Access Through Share Permissions dialog
box, select the user or group whose permissions are to
be modified.

In the Type Of Access box, click the permission you
want to apply, and then click OK.

Important If you stop sharing a folder when a user has a file open, the user
may lose data. When you click Not Shared, a dialog box appears to notify you
that a user is connected to the shared folder.
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Accessing Shared Folders
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You can access a shared folder by using Windows NT Explorer or the Run

command.

» To map to a network drive using Windows NT Explorer
1. Start Windows NT Explorer.

2. On the Tools menu, click Map Network Drive, and configure the following

options.

Option

Purpose

Drive

Path

Connect As

Reconnect at
Logon

Assigns a drive letter to the shared folder so that it appears
and acts like a local drive. The user can assign up to 26
letters. Drive letters that are used by local devices do not
appear in the Drive list.

Specifies the network path to the computer and the shared
folder. Enter a UNC path.

Connects to a shared folder using a different user account.
For example, the administrator is at another user’s computer
and needs to connect to a resource that the user does not
have access to. The Connect As option requires the domain
name and the user account name in the following format:
Domain\User_name. If there is a password on the user
account, the user is prompted for it.

If selected, will reconnect the user to the shared folder each
time the user logs on.
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Using the Run Command

Using the Run command to connect to a network resource provides two
advantages over using the Map Network Drive command. The advantages of
using the Run command are as follows:

= A drive letter is not required, which conserves memory.

m The user can browse all shared folders on a computer.

P To access a shared folder using the Run command
1. Click Start, and then click Run.

2. In the Open box, type a path using the universal naming convention (UNC).
The UNC format consists of the computer name and the share name for the
shared folder. For example: \\server_name\share_name

Tip To view shared folders on the computer, type only the computer name
portion of the UNC path, and then click OK. For example, typing
\\Instructorx (where x is the number assigned to the Instructor computer)
opens the Instructorx Explorer window, containing all shared folders on the
Instructor computer. Clicking a shared folder completes the connection.
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Best Practices

S List

The following list provides the best practices for sharing folders:

Organize disk resources so that folders with the same security requirements
are located within one folder hierarchy. This simplifies administration by
streamlining how you assign permissions.

Store data and home folders on volumes separate from the operating system
and applications. This separates data files from system and application files
and therefore streamlines backup and restore procedures. If the operating
system requires reinstallation, the volume containing the data will remain
intact.

Remove the Everyone group from the permissions list to prevent resource
access—use the local group Users instead of the Everyone group. The Users
group provides more security because the group only contains accounts that
you created.

Assign permissions to groups rather than to individual users—this simplifies
administration by allowing you to quickly assign permissions to multiple
users at one time.

Limit the number of concurrent users by setting the User Limit option on
the Sharing tab. By doing so, you accomplish the following:

¢ Enforce Concurrent Use software licensing limits.
e Reduce network traffic for a shared folder.

Create shortcuts for network resources that users will often connect to.

Note Document decisions made about shared folders and assigned
permissions. Update this document when changes are made to the server, such
as upgrades of software, changes to shared folder names, and assigned
permissions.
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Lab 8: Sharing Folders
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Review

= Introduction to Shared Folders
= Guidelines for Sharing Folders
= Sharing Folders

= Accessing Shared Folders

m Best Practices

. How would you give a user the ability to share folders on a computer

running Windows NT? [OWER  USER CECVER.  OFERATOR

AP TR ISTRATeA

. When a folder is shared, a user with the appropriate permissions has access
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. What permissions can be assigned to a shared folder?
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. What are the default permissions on a shared folder?

Aw&'y@,w ‘+°~LL( em‘f(lo'{
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with NTFS Permissions
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& Overview

= Introduction to NTFS Permissions

= Combining Shared Folder and NTFS Permissions
= Guidelines for Assigning NTFS Permissions

= Assigning NTFS Permissions

= Taking Ownership of Folders and Files

= Copying or Moving Folders and Files

= Troubleshooting Permission Problems

= Best Practices

Objectives
At the end of this module, you will be able to:

Describe the situations that require Microsofte Windows NTa file system
(NTES) folder and file permissions.

Define the NTFS folder and file permissions.

Describe the result when both user and group permissions are applied to the
same resource.

Describe the result when folder permissions are different from those of the
files in the folder.

Describe the result when shared folder permissions and NTFS permissions
are combined.

Assign NTFS folder and file permissions to users and groups.
Describe the result when files and folders are copied or moved.
Take ownership of files and folders.

Describe situations when it is necessary to take ownership of files and
folders.

Recognize common reasons why users cannot gain access to resources.

Describe the best practices for administering resources with permissions.
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€ Introduction to NTFS Permissions

NTFS Volume = |

= Available Only on NTFS Volumes
= Secure Folders and Files

= Effective When a User Accesses
the Resource:

o Locally

e Remotely

What Are NTFS Permissions?

NTES permissions are permissions that are only available on a volume that has
been formatted with the Windows NT file system (NTFS). NTFS permissions
provide a greater degree of security because they can be assigned to folders and
to individual files. Unlike shared folder permissions, NTFS permissions protect
local files and folders, and are sometimes referred to as local permissions.

Why Use NTFS Permissions?

You use NTFS permissions to protect resources from users who access the
computer:

» Locally, by sitting at the computer where the resource is stored.

= Remotely, by connecting to a shared folder.

Important When a volume is formatted with NTFS, the Everyone group is
automatically assigned Full Control permission to the volume. Folders and files
created on the volume inherit this default permission.
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NTFS Permissions

= Read (R)

a Write (W)

= Execute (X)

= Delete (D)

= Change Permission (P)
= Take Ownership (O)

Individual NTFS permissions can be set on folders or files. The following table
describes the actions that a user can take when individual permissions are
assigned to a folder or file.

NTFS

permission

For a folder—a user can...

For a file—a user can...

Read (R)

Write (W)

Execute (X)

Delete (D)

Change

Permission (P)

Take

Ownership (O)

Display folder names, attributes,
owner, and permissions.

Add files and folders, change a
folder’s attributes, and display
owner and permissions.

Display folder attributes, make
changes to folders within a
folder, and display owner and
permissions.

Delete a folder.

Change a folder’s permissions.

Take ownership of a folder.

Display file data, attributes,
owner, and permissions.

Display owner and permissions,
change file attributes, create data
in, and append data to, a file.

Display file attributes, owner, and
permissions. Run a file if it is an
executable.

Delete a file.

Change a file’s permissions.

Take ownership of a file.

Note On an NTFS volume, the person who creates a file or folder becomes the
owner. The owner can always assign and change permissions on a file or folder.
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Standard Permissions

Permissions at One Time

= Are a Combination of Individual NTFS Permissions
= Give You the Ability to Assign Multiple NTFS

(:ﬂ
@=w | Folder Permissions

File Permissions

No Access (None) (None)

No Access (None)

Read (RX) (RX)

Read (RX)

Change (RWXD) (RWXD)

Change (RWXD)

Add (WX) (Not Specified)
Add & Read (RWX) (RX)
List (RX) (Not Specified)
Full Control (All) (Al

Foldzn lieel

{:le 2ye

Full Control (All)

In most cases, you will use the NTFS standard permissions. Standard
permissions are combinations of individual NTFS permissions. They simplify
administration by giving you the ability to assign combinations of individual
permissions at one time. Windows NT provides standard folder permissions and

standard file permissions.

Standard Folder Permissions

The following table lists the standard folder permissions and the individual
NTES permissions that each standard permission represents.

Individual permissions

Individual permissions

Standard permission on folders on files in the folder
No Access None None

List RX Not specified

Read RX RX

Add WX Not specified

Add & Read RWX RX

Change RWXD RWXD

Full Control All All

Standard File Permissions

The following table lists the standard file permissions and the individual NTFS
permissions that each standard file permission represents.

Standard permission

Individual permissions

No Access None
Read RX
Change RWXD

Full Control All
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|
” How NTFS Permissions Are Applied

u Like Shared Folder Permissions

o A user's effective permissions are the combination of
both the user and group permissions.

e The No Access permission overrides all other
permissions

m File Permissions Override the Permission for the Folder

NTES permissions are applied to groups and users in the same way that shared
folder permissions are applied.

m A user can be assigned permissions directly or as a member of a group.

= A user might be a member of several groups with different permissions.

NTEFS file permissions take precedence over the permissions assigned for the
folder that the file is contained in. For example, if a user has Read permission to
a folder and write permission to a file in that folder, then the user can write to
the file.

This is also true, even when a user has No Access to a folder. The user can
always access the files for which he or she has permissions by using the full
UNC or local path to open the file from its respective application.

For example, if a user has No Access permission to a folder and that folder

@ contains a file that the user has Change permission for, then the user can open
the file from the file’s appropriate application by typing the full path to the file
in the File Open dialog box of the application.
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4 Combining Shared Folder and NTFS Permissions

EX1. Shared Folders 0

Public

Everyone TR : ile-A
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= The Most Restrictive — &
Permission Is the

Effective Permission ¢

N,

To provide users with network access to disk resources, the folders containing
those resources must be shared. Once the folder is shared, shared folder
permissions are assigned to users and groups to control how they access the
resource over the network. However, shared folder permissions offer limited
security because they:

m  Give the user the same level of access to all folders and files within the
shared folder.
= Have no effect when a user accesses the resource locally.

m  Cannot be used to secure individual files.

You gain the greatest degree of security by combining NTFS permissions with
shared folder permissions. The most restrictive permission is always the
effective permission.

Examples

In the slide example, the Everyone group has the share permission Read for the
Public folder and for File-A and File-B even though Everyone has the NTFS
Full Control permission for File-A because Read is the most restrictive
permission.

User2 has the Full Control permission for File-A and Read for File-B. User2 is
not affected by the shared folder permission assigned to Public because User2 is

accessing the Public folder locally. (\ ag oL Le sorpe / (
e. Servkr  wmallrene .
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Video: Permissions

This video shows the effective permissions when shared folder and NTFS
permissions are combined.

As you view the video, watch for the answers to the following questions:

1.

What do shared folders provide access to?
netwsds  Aecovrces je. foldep A filex

What do shared folder permissions apply to?
)‘;9 élé,‘kk A( vﬁf{.ef /{ _?u“ {0 [ll'av“_( 1
What can NTFS permissions can be assigned to?
In ,(,‘v‘," dn'{ ‘[i/*’x 2L well 22 Sy l/t{-u,'\q;' :

When you combine a shared folder permission with an NTFS permission
what permission becomes the effective permission?

th mect restpitive .
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Examples of Combining NTFS and Shared Folder Permissions ‘

. NTES Volume |

| Sales Group *

Class Discussion

This slide shows two examples of shared folders that contain folders or files
that have been assigned NTFS permissions. Look at each example and
determine a user’s effective permissions.

1. In the first example, the Users folder (containing home folders) has been
shared, and the Users group has the share permission Full Control. User1,
User2, and User3 have been assigned the NTFS permission Full Control to
only their home folder. These users are all members of the Users group.

Do members of the Users group have Full Control to all home folders in the
Users folder once they connect to the Users shared folder?
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2. In the second example, the Data folder has been shared. The Sales group has
been assigned the shared permission Read for the Data shared folder and the ‘
NTES permission Full Control to the Sales folder.

What are the Sales group’s effective permissions when they access the Sales
folder by connecting to the Data shared folder?
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€ Guidelines for Assigning NTFS Permissions

Application Folders

When assigning NTFS permissions to application folders, consider the
following:

Remove the default permission Full Control from the Everyone group and
assign it to the Administrators group. Assign groups that are responsible for
upgrading and troubleshooting application software the Full Control or
Change permission for the appropriate folders.

If the applications are contained in shared folders, assign the Users group
Read permission.

Data Folders

When assigning NTFS permissions to data folders, consider the following:

Remove the default permission Full Control from the Everyone group and
assign it to the Administrators group.

Assign the Users group Add & Read permissions and the Creator Owner
special identity Full Control permission to data folders. This gives users
who log on locally the ability to delete and modify only the files and folders
that they create.

Educate users that share a computer to assign NTFS permissions to the
folders and files they own.

Home Folders

When assigning NTFS permissions to home folders, consider the following:

Centralize home folders on a network volume separate from applications
and the operating system to streamline backing up data and administration.

Use the %Username% variable to automatically assign a user’s account
name to the folder the NTFS Full Control permission.



128 Module 6: Securing Network Resources with NTFS Permissions

Home Folders

l Create a Central Folder Named Users I

<,

@ | Share the Users Folder I
<,

@ I Removejlll Control from Everyone; Assign it to Users]
Z

| Use %Username% to Create Home Folders

You should store home folders on an NTFS volume on a network server. This
simplifies administration by providing a central location for backing up users’
data and streamlining assigning permissions.

Tip Educate users to store their personal and work data in their home folders.
If users” home folders are stored on a network server and are moved to a
different server, only the home folder path will require modification.

P To create and share home folders on an NTFS volume

i

Create a folder named Users on a volume separate from the operating
system and applications. If the operating system requires reinstallation, the
volume containing the home folders will remain intact.

Share the Users folder to provide a single access point for network users and
a single administration point for administrators.
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